
CHAPTER-2 

REVIEW OF LITERATURE 

 

APPROACHES TO PRIVACY IN DATA MINING 

To papers entitled “Privacy Preserving Data mining” 

appeared in 2000. Although both addressed a similar problem, 

constructing decision threes from private training data, the 

concepts of privacy were quite different. One was based on 

data obscuration, i.e., modifying the data values so real values 

are to disclosed (Agrawal and Srikant 2000) [5]. The other 

used secure multiparty computation (SMC) to “encrypt” data 

values (Lindell and Pinkas 2000)[6], ensuring that no party 

learns anything  about another’s data values. We first describe 

SMC, and then give additional background on data 

obscuration. We also discuss a problem that has received little 

attention: How do we constrain data mining if it is possible 

that the result along violate privacy? 
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Secure Multiparty Computation 

SMC enable this with the trusted third party.  



Obscuring Data 

One approach, typically used in census data, is to 

aggregate items. An alternative is to add random noise to data 

values, the mine the distorted data.  

Perfect Privacy 

One problem with the above is the tradeoff between privacy 

and accuracy of the data mining results. Here we present a 

solution based on moderately trusted third parties – the 

parties are not trusted with exact data, but trusted only not to 

collude with the data receiver.”  

 

INDIVIDUAL PRIVACY 

“Personal data” shall mean any information relating to an 

identified or identifiable natural person (“data subject”); an 

identifiable person is one who can be identified, directly or 

indirectly, in particular by reference to an identification 

number or to one or more factors specifies to his physical, 

physiological, mental, economic, cultural or social identity and 

specified that data can be kept in a form which permits 

identification of data subjects for no longer than is necessary 



for the purposes for which the data were collected or for which 

they are further processed. 

COLLECTECTION PRIVACY 

Protecting individual data items may not be enough- we 

may need to protect against learning about subsets of a 

collection. Such issues are common in a data warehousing 

environment, where data from multiple sources is combined 

fro analysis. Individual privacy concern can lead to corporate 

privacy concern. The holder of a collection of individual data 

may be trusted by those individuals, but if that data is 

revealed, this trust is broken. Even if we assume that (1) 

individual data items can be disclosed, or are protected by the 

privacy methods; and (2) global data mining results do not 

violate the privacy/secrecy concerns, problems may still arise. 

Knowledge about a subset of the combined data set may reveal 

secrets of one of the data holders.  

As an example, a medical study may want to use data 

mining to establish overall trends from hospital data. Even if 

the techniques used protect patient privacy, they may reveal 

hospital- specific information. We can develop efficient 

techniques for data mining that protect such study.   

 


